
BE PREPARED FOR A CYBER ATTACK
Minimize the damage and disruption caused by a cyber attack by 
ensuring your organization is prepared to recover quickly from an 
incident. Our highly experienced team can help you take the next 
steps to validate that your plan is effective and your team is ready.

Creating an Incident 
Response Plan is only the 
first step. Is your team 
prepared to put the plan 
into action?

INCIDENT RESPONSE EXERCISES

CyberDefenses, Inc. 1 Chisholm Trail, Suite 327         Round Rock, TX 78681 

TABLETOP EXERCISES        $4900 
Our cybersecurity experts will lead an onsite discussion-based session designed to help every em-
ployee understand their role in responding to a cybersecurity incident. Over the course of one day, 
our facilitators will guide participants through multiple customized scenarios to ensure everyone 
knows how to respond to a cyber attack. Plus, we’ll deliver a full report after the exercise identifying 
gaps and recommendations for improvements.

www.cyberdefenses.com  info@cyberdefenses.com

VIRTUAL EXERCISES          $14900 
Advance your team’s cyber attack readiness further with virtual cyber attack exercises in the  
CyberDefenses virtual cyber range. Our cybersecurity experts will work onsite with up to 8  
members of your team for two days to exercise your Incident Response Plan in response to 
relevant cyber attacks. Using our virtual environment, we’ll assign each participant a role and we’ll 
present a simulated threat to which they must respond using your established policies and  
protocols. Following the exercise, we’ll provide you with a full report that outlines discovered gaps 
and improvement recommendations. It’s an ideal way to work out any issues in a low-stakes  
environment so that everyone is ready for a real cyber threat event.

ONSITE EXERCISES              REQUEST QUOTE 
Train your team where it matters most, in your own environment. CyberDefenses cybersecurity 
experts will come to your site to create simulated incidents that factor in the specific criteria and 
unique structure of your city, systems, network and culture. It ensures that every member of your 
response team knows exactly how to respond and that your processes are effective. We’ll work 
closely with your leadership team to identify and design the specifics of your customized exercises.



OUR FULL SERVICE OFFERING
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Guidance
Organizational Review
Operational Review
Governance, Risk Mngmt, Compliance
Incident Review
CISO Advisory
Board Advisor

Managed Security Service
Data Protection

Backup and Recovery
Data Access and User Controls

Defense Operations
Vulnerabilty and Patch Management

Vulnerability Scanning, Patching
Pen Testing

External Threat Intelligence
Credential Tracking Services

Continuous Monitoring
Securing Defense Monitoring
Identity Access Control
Server and User Endpoint

Threat Hunting and Response
Advanced Detection
Incident Response
Forensics
Forensics Accreditation
Education and Skills

Academy
Online, onsite and Austin Campus  
cybersecurity training for individuals 
and groups. Courses include Threat  
Hunting, Incident Response,  
Compliance and many others.

Professional
NIST SP 800-171 Assessments
GDPR Assessments
IAM Security Integration

Governance
Analysis
Unstructured
Solution Integration

ABOUT CYBERDEFENSES
Founded in 2001 by a team of returning military, cybersecurity veterans, the CyberDefenses staff 
is comprised of battle-tested cybersecurity professionals from the Big 5 consulting firms, Fortune 
500 companies and the US Military. Our seasoned team holds credentials from the NSA, Endeca, 
SAP-BOBJ, Oracle - OBIEE, Microsoft, Cisco, Linux and many others. We are the only cybersecurity 
services firm that integrates cybersecurity oversight, comprehensive managed services and  
cybersecurity training to deliver top security services to businesses, associations, education  
associations and the military, among many other organizations.


