
INCIDENT RESPONSE PLAN IN 9 STEPS

86% $MILLIONS 75%
of organizations 
worldwide experienced 
at least one 
cybersecurity incident 
during the past year.*

And that’s not counting the biggest loss 
of all – reputation damage.

Cyber threats have cost organizations of all organizations 
don’t have an  
adequate cybersecurity 
incident response plan 
in place.**

IDENTIFY THE ASSETS 
YOU NEED TO PROTECT

 › Are you protecting intellectual property, 
credit accounts or client information?

 › Prioritize the most important and 
valuable assets to help develop your 
response plan.

1 IDENTIFY POTENTIAL RISK

 › Is your company susceptible to remote 
attacks via the Internet or internal attacks? 

 › Is your information a potential jackpot for 
attackers, or will hackers need to take it in 
pieces?

2 ESTABLISH A PROCEDURE
 › Create an incident response plan.
 › Decide what constitutes an incident.
 › Define the roles of the responders.
 › Develop a thorough procedure.

3

SELL YOUR PLAN

 › Go to your senior leadership with a 
solid, thorough plan.

 › Explain current dangers facing your 
company and explain how you’ll 
combat them.

5 TRAIN YOUR TEAM
 › Train your employees based on 

the plan.
 › Use scenarios and exercises to 

identify where your team needs 
the most coaching.

6

TEST

 › Conduct regular testing of your plan 
and your employees to ensure that the 
response team is ready and the plan is 
thorough and practical.

8 REFINE
 › In a world of constantly changing 

technologies and threats, retooling 
and sometimes rewriting is needed.

 › Adjust your plan at regular intervals to 
ensure that it is updated as needed.

9

SET UP RESPONSE

 › Ensure the response team has everything 
they need to fulfill their roles.

 › Have response kits and all necessary 
software ready to go at a moment’s notice.

4

REEVALUATE

 › Does your plan cover all of your bases?
 › Does your plan protect your target assets?
 › Is your plan plausible for a well-trained 

response team?
 › Is your plan cost-effective in terms of time, 

resources and personnel?

7

Incident response planning is critical for any organization. 
Yet, the statistics show that many are still not prepared to handle a cyber attack.

Protect your organization from the high cost of cybersecurity breaches by creating an 
effective incident response plan using these nine steps.

*Kroll Annual Global Fraud and Risk Report 
** Ponemon Institute
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